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Understanding
Model Context Protocol



What is MCP?

- Model Context Protocol
- Open-source standard for connecting Al applications to external systems

- MCP is like a “universal plug”
- Allows Al models connecting to tools, apps, and data
- Just like USB-C connects your phone to anything else

- Helps Al agents do more

- Calling APIs, reading files, sending messages, etc.
- Without needing custom code for each task

- Developers save time
- Making Al solutions more powerful, flexible, and easier to maintain
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MCP Host
(Copilot, GitHub Copilot, IDEs, Chat Ul, etc.)

-
MCP Client
«Discovers and connects to MCP servers
*Handles 1:1 communication with one server
Invokes Tools
*Queries for Resources
Discovers and supplies Prompts arguments

LLM/Orchestrator

p
MCP Servers
(Any technology)
( N
MCP Server
[ Tools [Resources {Prompts
k. 7
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MCP Server
[ Tools J [Resources} (Prompts}
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AuthN: anonymous, API key, OAuth 2.1

Transport & Security
Transports: stdio (local), Streamable HTTP (remote). JSON-RPC 2.0 message schema
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MCP at Microsoft
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Azure Foundry Tools Logic Apps Azure API Center Foundry agents Copilot Studio
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GitHub  Azure Logic Apps  Agent 365 Azure Azure App  Azure Container VS Code GitHub Copilot
Functions Service Apps

Secure access and governance

Azure APl Management Entra ID



What we'll see today

>

Authentication

Protecting the MCP server using
Microsoft Entra and the OAuth 2.0
protocol

&
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Support for enterprise
agentic platforms

Building agents connected to a

protected MCP server with:

- Microsoft 365 Agents Toolkit
- Copilot Studio
+ Microsoft Foundry



Building an MCP server

 If you already have an API, the hard part is already done ©

* You expose your APl endpoints as MCP tools
« Key difference with APIs: you must describe the purpose of the functions and the

input parameters, so that the agent knows when and how to use it

8 @ ~GO




An MCP server to
manage flights

Demo



The MCP authorization chain

OAuth Authentication for MCP Servers

D 1. Client 401 Unauthorized + WWW-Authenticate Header ‘
-— POST/mcp >

(Metadata URL)
(no token) MCP Server

b

2. Client
GET /.well-known/oauth-protected-resource

Discovers Auth Server

GET /.well-known/openid-configuration

¢ Discovers OAuth Metadata

3. Redirect to Microsoft Entra ID Login } 4. Cot Authorization Code — ﬂ

Exchange for Access Token — "6
©Qy

D 5. Client POST/mcp Token Validated
5 =
L —

User Authenticates & Consents ’
to Scopes ~

Authorization: Bearer <access_token> Tool Executed
Response Returned
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Three ways to build this infrastructure

Code Azure App Service APl Management
Q0
Most flexible, but more Simple to implement, In between the other
work and harder to but least flexible option options: more work to
maintain implement it than App

Service, but more flexible




You need an app registration in Entra (server)

Edit a scope X

* It's used only to protect the MCP
server

* No need to configure secrets 0s

e o redirect URI

[ Admins and users JENRTER TR

—— * You must expose a scope to enable

| Access Flights API |

clients to access to the MCP server

Allows the app to access the Flights APl on behalf of the signed-in user ‘

Delete

Scope name * ()

User consent display name (O
| Access Flights AP |

User consent description (O

Allows the app to access the Flights APl on your behalf ‘

State O

(@ oisbled )



Azure App Service

A

1. You deploy your MCP server (with no authentication code)
to the App Service

2. You enable Easy Auth

You set an environment variable called

WEBSITE_AUTH_PRM_DEFAULT _WITH_SCOPES with the scope exposed

by the app registration used to protect the App Service

(e.g. api://5643e255-1c40-4eb5-98fd-255148bad97b/user_impersonation)

w

Your app service will automatically expose the .well-known/oauth-protected-resource
endpoint with the required information



Azure App Service
and MICP

Demo



APl Management

1. You deploy your MCP server (with no authentication code)

to an App Service or Azure Container Apps

You restrict traffic so that only APIM can access to the service

You use the validate-azure-ad-token policy to restrict access to clients

authenticated with Entra

4. If the authentication fails, you return a 401 and the WWW-Authenticate header
with the .well-known/oauth-protected-resource URL

5. You manually implement the .well-known/oauth-protected-resource endpoint using
policies

A



Two options for APIM

Expose MCP tools in code

al

You use APIM only to enforce the
authentication layer

Turn APIs into MCP tools

A
wy
You use APIM to turn your APIs

into MCP tools without
changing the code
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APl Management
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You need an app registration in Entra (client)

~ Add a permission ~ Grant admin consent for Contoso

APl / Permissions name

~ Flights API (1)

aCCess_as user

Redirect URI configuration

A redirect URI, or reply UR
URI

Supported accounts Sett

Type

Delegated  Access Flights AP

Description

Delegated  Sign in and read user profile

ings

L, is the location where the Entra authorization server sends the user an

d delivers tokens once the user has successfully sigr

+ Add Red
ﬂ If you wa
|,’3 Start tyy |
[] Platform Type T4 Redire
|:| N web Edit
|:| b https://teams.microsoft.com/api/platform/v1.0/oAuthConsentRedirect
] b http://1 18/

ams.microsoft.com/api/platform/v1.0/oAuthRedirect

It's used to authenticate against the
MCP server

It's a proper OAuth registration
You expose a client id and client
secret

You set up the redirect URIs for
your calling platform

You add permission for the scope
you created for the MCP server



Consuming MCP
from Declarative Agents



Empowering every developer to build agents

Build on the M365
Copilot Stack

Declarative agents

Deliver powerful solutions on
the Copilot Al stack.



Declarative
agents

7 Microsoft provided

M User experience
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Consuming MCP
from Copilot Studio



Empowering every developer to build agents

Build on your own
Al Stack

C#

Custom Engine

Bring your own agent, custom
models, orchestration and logic
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User experience W ram | D | @mesenssr @AW Dm0 e

Knowledge

Instructions and Grounding

- ean an an e as e e

Copilot Studio 9 s

Fu" agents Copilot Studio : Actions, triggers, workflows
Orchestrator \

L

Planning, exceptions,

(

| Autonomy
|

|

: self-learning

- een e e e e e e
o En e e en En e e e e e e o e e o G e e e e e e e e e - e - -

- e en en en e e En e e - - -

W) Microsoft provided 3 COpIIOt StUdIO
(TTommm oo ) Foundation models




Adding an MCP

Add tool

Let your agent do more. Learn more

Q. Search for a too

Create new

Agent flow

All & Connector £ Prompt

Almanac by PassBy
Almanac by PassBy

D365 Sales MCP Server (dep...
Microsoft Dataverse

Docusign MCP Server

= CData Connect Al
CData Connect Al

Docusign Demo

*

%o Flow

a

4

Analyze and transfor

server to a Copilot Studio agen

Prompt

/> REST API

Azure Databricks Genie
Azure Databricks

Celonis MCP Server
Celonis MCP Server

D365 Service MCP Server (D.
Microsoft Dataverse

Draup MCP Server
Draup MCP Server

@ Model Context Protocol

(% Model Context Protocol )

Bigdata.com MCP endpoint
Bigdata-com

m Contact Management MCP S...

Office 365 Qutlook
a Databricks Genie
Databricks

& Dynamics 365 Business Cent...
Dynamics 365 Business Central

Suggestions and

h will include Al-gener.

web and deskt

See all

A" Computer use Preview

Box MCP Server
Box MCP Server

Contesso

Contesso

Dataverse MCP Server (Depreca...
Microsoft Dataverse

Dynamics 365 Contact Center A...
D365 Contact Center Admin MCP

e terms Cancel

Add a Model Context Protocol server

Model Context Protocol

@ Change icon
@ Used to represent the server. lcon should be in PNG format
and less than 30 KB in size,

Server name *

Server name..,

Server description *

Describes the purpose of the server..

Server URL () *

Streamable endpoint

® Enter the complete server path to continue

Authentication

None () APIkey

OAuth 2.0

Back



Consuming MCP from
Foundry Agent Service



Empowering every developer to build agents

Build on your own
Al Stack

C#

Custom Engine

Bring your own agent, custom
models, orchestration and logic



Custom
engine agents

Microsoft provided

User experience i o8 ower BEE Oo 0.
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Autonomy

Planning, exceptions,
self-learning
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Adding an MCP server to Foundry agent

Select a tool

Configured | Catalog | Custom

T T S i e e B e S D e e e e Add Model Context Protocol tool

A sanr
e Featured Third-party services you connect to via Model Context Protocol are Non-Microsoft Products under the Product Terms.

Use third-party services at your own risk and subject to third-party license terms and privacy policies.

Azure SQL MCP Server Foundry MCP Server (preview)
conne:
Local MCP

Elasticsearch Work 1Q Mail Pinecone Assistant MCP Server
search data in ) 1Q Mail MC t Pinecon nt MCP
email ci e il . ploy assistants that rets

Remotz MCP || Preview Remate MCP

Waork IQ Calendar Azure Database for PostgreSQL . . —~
s - . . Authentication * (7)

Remote MCF | | Preview

Key-based

ectrailed Credential = (7}

through
Remota MCP

Work IQ Teams
t with and retrieve data from

hannel, and... L unts. table &

Add key value pair

Rematz MCP | | Preview Local MCP Remate MCP | | Preview

Azure Managed Redis Azure Databricks Genie Factory RCA MCP

Manag

Local MGF | | Preview Remate MCP Cancel




Copilot Studio
and the Flight MCP server

Demo 5



Slide e video:
lobalazuremilano.it



https://www.globalazuremilano.it/
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